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Abstract  The study examines visual disinformation risks in the age of generative AI. It conceptualizes a dual trust risk: accepting misleading images as evidence and dismissing authentic evidence as fabricated. A seven-criterion, risk-oriented approach is proposed to connect content verification with responsible use and safety-related decisions.
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Introduction 
The proliferation of generative artificial intelligence (AI) is transforming how digital visual information is created and disseminated. Photorealistic images, videos, and 3D scenes can simulate documentary evidence, depict fictional events, or portray significantly altered circumstances. In the context of information and military threats, such content can influence the perception of danger and the assessment of risks. This creates a dual challenge regarding trust: synthetic or manipulated material may be mistaken for authentic, while genuine evidence might be groundlessly dismissed as a fabrication. Contemporary research confirms the complexity of assessing the authenticity of visual messages. Farooq and de Vreese found that more realistic AI-generated images were more frequently perceived as genuine by participants [1]. Velásquez-Salamanca et al. described errors in the interpretation of synthetic versus human-created images [2]. Wittenberg et al. investigated how various methods of labeling AI-generated content influence user beliefs [3]. A NIST report systematizes technical approaches for establishing provenance, labeling, and detecting synthetic material [4]. At the same time, determining how an image was created is not the same as verifying the veracity of claims regarding an event. Therefore, for security-related tasks, it is essential to combine the assessment of provenance and context with an analysis of the potential consequences of misinterpretation. The objective of this work is to systematize the risks associated with visual disinformation and to substantiate a risk-based approach to the critical verification of digital content, aimed at fostering well-founded trust and the responsible use of information. 
Key Risks of Visual Disinformation
From the perspective of the human factor, the risks associated with visual disinformation are best examined through the mechanisms that lead to errors during information perception, situational awareness, and decision-making. Inaccurate or manipulatively presented visual content can distort the perception of significant environmental cues, create a false understanding of cause-and-effect relationships and future projections, and influence the choice of subsequent actions. Consequently, under certain conditions, an information-related risk can evolve into the risk of making an erroneous decision, with potentially dangerous consequences. Five interrelated manifestations of this risk have been identified, encompassing the creation and presentation of visual information, the specificities of how it is perceived, and the responsibility associated with its dissemination: 1) Falsification of events. Generative technologies make it possible to create convincing images of situations that never occurred. Presenting this as documentary evidence distorts the perception of the actual situation. 2) Manipulation of context. An authentic photograph can also be misleading if its caption, date, location, or the circumstances surrounding it are altered. In such cases, it is not necessarily the image itself that is false, but rather the message associated with it. 3) Over-reliance on visual persuasiveness. High levels of detail, naturalistic lighting, and the characteristic features of a photographic record can create an illusion of authenticity, even in the absence of independent verification. 4) Undisclosed use of AI. A lack of information regarding an image's synthetic origin or significant editing increases the risk that such visual material will be mistakenly interpreted as genuine evidence. 5) Dilution of responsibility for visual content. The fact that images are generated automatically does not absolve the creator, designer, or distributor of responsibility regarding the content, context, labeling, and potential consequences of using the material.
The risks posed by visual disinformation within the educational environment warrant special attention. During the learning process, students are still in the midst of developing their knowledge, professional concepts, and criteria for evaluating information. Lacking sufficient prior experience and verification skills, they may fail to recognize unreliable visual material, instead perceiving it as a credible source of knowledge. This creates a risk of internalizing misconceptions that could subsequently influence professional thinking and decision-making. Consequently, the critical verification of visual information is significant not only for information literacy but also for the quality of the development of future professional competencies. Visual disinformation takes on particular significance in the context of modern information and military threats. Synthetic or manipulatively presented images – depicting destruction, dangerous events, military actions, or the state of critical infrastructure – can be used to influence the perception of threats, manipulate the public, and foster distrust toward official communications. Potential consequences include information disorientation, unwarranted behavioral responses, and erroneous decision-making in security-related situations. Thus, the risks of visual disinformation are not limited to the unreliability of individual images. Their systemic significance lies in the potential distortion of the informational foundation for situational awareness, training, and decision-making – a reality that necessitates the critical verification of digital content.
The Dual Risk of Misplaced Trust: Safety Implications
Generative AI creates a paradox: on one hand, it enables the creation of increasingly convincing synthetic content; on the other, the very possibility of such fakes can erode trust in genuine visual evidence. Consequently, the issue extends beyond the technical detection of artificial images. Unwarranted trust arises when a synthetic or manipulatively presented image is accepted as proof of an event. For instance, a fabricated photograph showing damage to infrastructure – if presented without verification – can create a false impression regarding the scale of a threat and prompt ill-founded actions. Unwarranted distrust operates in the opposite way: authentic evidence is dismissed based on the assumption that it might have been generated by AI. In high-risk situations, this can lead to the disregard of credible information or a delay in response. Thus, both excessive trust and a pervasive suspicion toward any image can prove dangerous. From the perspective of the human factor, the sequence "visual material – interpretation – situational awareness – decision" is crucial. According to M. Endsley’s three-level model of situational awareness [5], the erroneous acceptance or rejection of a visual message can affect the perception of significant environmental elements, the understanding of their meaning, and the forecasting of future events. The significance of the ergonomic characteristics of visual communication for information perception and the occurrence of human error was examined in the authors' previous study [6]. This establishes the conceptual mechanism through which visual disinformation may impact the soundness of decisions. Therefore, the goal of critical verification should not be to foster total distrust of digital visual information, but rather to cultivate *justified* trust – commensurate with the available corroborating evidence and the potential consequences of an error. The more critical a message or decision is to safety, the more important independent verification, contextual clarification, and the explicit indication of uncertainty become.
Risk-based approach to verifying visual information
The conceptual foundation of the proposed risk-based approach lies in distinguishing between three interrelated objects of assessment: the origin of visual material, the veracity of the claims associated with it, and the suitability of the information for decision-making. Establishing the authenticity of an image does not guarantee the accuracy of its interpretation, and confirming that an event took place does not always provide a sufficient basis for determining a course of action. Therefore, critical verification must account not only for the informational validity of a message but also for the potential consequences of its use. To implement this approach, seven interrelated criteria have been proposed (Table 1).
Table 1
 Criteria for the Critical Examination of Digital Visual Content
	Criterion
	Verification Question

	1. Source
	Is the source identifiable and reliable?

	2. Provenance
	Are the origin and editing history known?

	3. Context
	Do the caption, date, and location match the context?

	4. Independent evidence
	Are the claims independently verified?

	5. Visual consistency
	Are there signs of alteration or inconsistencies?

	6. Manipulation risk
	Could the content be misleading?

	7. Responsible publication
	Are labeling and dissemination appropriate?


Practical application of the approach involves selecting a well-founded decision based on the verification results and potential risks (Table 2).
Table 2
Illustrative situations and decisions based on the results of visual content review
	Information Context
	Identified risk
	Recommended Action

	Authentic image, false caption
	Context distortion
	Do not use as evidence

	AI image labeled as illustration
	Confusion with real evidence
	Use with clear labeling

	Incident image, unknown source
	Unverified information
	Verify before reporting as fact

	Authentic image labeled as fake
	Unjustified distrust
	Cross-check and reassess


The examples provided demonstrate that decisions regarding the use of visual information are determined not only by its origin but also by the credibility of the associated claims and the potential consequences of misinterpretation. An unverified origin does not constitute proof of fabrication; however, it necessitates accounting for informational uncertainty. The greater the potential consequences of an error, the more robust the grounds for trusting the visual information must be. Thus, the seven-criterion approach is aimed at fostering well-founded trust and preventing the risks associated with using unreliable or misinterpreted information.
Discussion and Limitations of the Approach. A fundamental tenet of the proposed approach is the distinction between three objects of assessment: the technical origin of an image, the veracity of the claims associated with it, and the suitability of the information for decision-making. Even an authentic image may be accompanied by an unreliable account; furthermore, confirming that an event occurred does not always provide sufficient information to assess its consequences or determine the appropriate course of action. The level of risk and the potential cost of an error are the decisive factors in applying these criteria. While proper labeling may suffice when using an image as an illustration, information that influences decisions regarding human safety requires timely and reliable verification. It should be noted that an unverified origin does not constitute proof of fabrication, and informational uncertainty must be factored into risk assessments. The proposed approach is conceptual and analytical in nature; it is not a substitute for specialized fact-checking, technical forensic analysis, or official communications.
Conclusion
Visual disinformation poses risks of distorting perception, situational awareness, and decision-making. The dual nature of the trust problem is conceptualized in relation to safety-critical decision-making: the acceptance of unreliable images as genuine, versus the unjustified rejection of authentic evidence. These risks are particularly significant within educational environments and in the context of contemporary information and security threats. Five categories of risks are systematized, and a risk-based approach – grounded in seven criteria for critical verification – is proposed. Its conceptual framework distinguishes between an image's origin, the reliability of the associated information, and its suitability for decision-making. A key outcome is the shift from merely verifying visual content to making responsible decisions regarding its use, while accounting for information uncertainty and the potential cost of error. Future research should focus on empirically testing the effectiveness of the proposed approach.
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